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IDENTITY AS A SERVICE IN 
DEPTH

ON OUR LEARNING PATH

2

Identity 
Enterprise 

comprehensive

5 days

Identity as a 
Service in depth

2 days

Identity as a 
Service 
Kickstart

2 hours

1

2



3/7/2025

2

OUR TOPICS

REFRESHER AND USE CASES

Review architecture

Review steps for 
setup/configuration

Our three use cases

ADDING USERS

Importing Users with Bulk

Manually Creating users

User Sync

DEFINING AUTHENTICATORS

Licensing and policy

Assigning to users

Distribution and self service

DEFINING RESOURCES

Resource templates

Resource rules

Using groups 

3

OUR LABS

DAY 1 LABS

Create user base with manual, 
bulk and synchronization

Create groups, roles.

Setup and issue authentication

DAY 2 LABS

Smart Credentials

Resource Rules

Implementing our Use Cases

4

3
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IDENTITY AS A SERVICE TRIAL

Trial Link
(https://in.entrust.com/IDaaS/)

Use your work 
information 

here 

Use a unique 
URL i.e. your 

name and 
select closest 

region

REVIEW OF IDENTITY AS A SERVICE CONCEPTS

5
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AUTHENTICATION – PEOPLE PROVING 
WHO THEY ARE

AUTHORIZATION – WHAT ARE THEY 
ALLOWED TO ACCESS

7
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RESOURCE RULES – POLICY AROUND 
ACCESS BY GROUPS OF USERS

INTEGRATING IDENTITY AS A SERVICE

Define the 
rules / policies 
around the 
access to 
Resources by 
User groups in 
Resource rules

Users can be 
synchronized / 
imported from 
LDAP, bulk or 
manually created

Authenticators require 
licensing, policy and 
distribution

Resources are 
defined based 
on SAML/OATH 
requirements

9
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IDENTITY AS A SERVICE ARCHITECTURE

11

Administrators and users access 
IDaaS via web interface

IDaaS engine is in the 
cloud

Connection 
to on 

premise 
resources  

use Gateway

Connection 
to other 

web 
resources 

uses 
connector

3 USE CASES

12
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USE CASE 1 – THE ADMINISTRATORS

Administrators who are net new
Accessing administration 
application

Using smart credentials push on 
their phone

USE CASE 2 – OUR INTERNAL EMPLOYEES

Employees from internal LDAP 
Directory

Accessing Salesforce and VPN and 
support group can access AWS

Using question and answer or 
OTP

13
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USE CASE 3 – OUR PARTNER BASE

Partners in Cloud Active 
Directory

Accessing desktop application for 
account management and future 
application access

Using a grid card, password and 
Token depending policy

REQUIREMENTS 

16

RulesApplicationsAuthenticatorsGroupsUsers

IDaaS admin role is 
superuser

SC push
OTP

AllAlice 
admin

IDaaS admin role is 
User Administrator

SC push
OTP

AllFred 
admin

self management toolSoft token
OTP

PartnerBob 
partner

IDaaS admin role is 
User Administrator

Soft token
OTP

PartnerJoe 
partner

AWSGrid cardEmployees 
Support

Carol Ops

Salesforce, windows 
login

Q/AEmployeesHarold 
employee

15
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LETS GET STARTED

17

Login to your trial (lab) environment

LETS GET LOGGED IN
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DEFINING YOUR USER POPULATION

19

MANAGING USERS IN IDENTITY AS A SERVICE

Local - Manually create as 
required

Local - Import via bulk operations External or Synchronize with 
external source

19
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Users should be members of groups 

They should have contact information required by authenticators

THE USER PROFILE

Users DO NOT have a role

Roles manage administrative rights

ROLES… ARE THEY AN ADMINISTRATOR?

22
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Source can be 
◦ Local (no sync)

◦ External 

◦ Directory

SOURCE – ARE WE SYNCHRONIZING THIS 
ACCOUNT

23

Attributes and alias may be required for some resources

Users are assigned attributes based on a set of default attributes plus any 
custom attributes you define

Attributes can be synchronized with your Active Directory, including the 
password, which can be used as the first factor authenticator

OTP delivery preferences can be personalized

ALIAS, ATTRIBUTES AND OTP 
PREFERENCES

24
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Groups are necessary for assigning applications and authenticators

Users can be members of different groups

Groups are assigned at creation time or assigned after using bulk 
operations 

Creating and managing groups requires the Superuser role

Groups can be used to identify AD synchronized users and manually 
added users

GROUPS

Create new groups for our use cases

Create any new Administrative roles required

Create one of the Administrative users required for our use cases 

◦ ( we will add the rest using bulk operations in the next exercise)

LAB 1 CREATE ADMINISTRATORS

26
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BULK ADDING USERS

ACCESSING BULK OPERATIONS

27
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Different operations will require different input file contents

USING BULK OPERATIONS PANEL

29

Sample files can be viewed in Bulk operations panel

Download or copy contents to create file for use in bulk operation

INPUT FILE FORMAT 

29
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Import the remainder of your administrators using a bulk file, 

Ensure they are assigned appropriate roles, groups and authenticators

LAB 2 CREATE ADMINISTRATORS

31

SYNCHRONIZING USERS WITH OTHER DATA SOURCES

31
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GATEWAY OR CONNECTOR?

GATEWAY

Configure an internal Gateway  to sync users from 
an on-premise Directory. 

Synchronization can be managed and on demand.

CONNECTOR

Configure an AD Connector directory to sync users from 
a cloud Directory using a lightweight AD connector 

native Windows application. 

Changes made to your Active Directory are automatically 
synced with Identity as a Service. You do not need to 

trigger synchronization.

DEFINING THE DIRECTORY

Identify a unique 
name 

name used to 
administer your 

directory in LDAP 
format and 
Password

must have read-only 
access to AD

Hostname and 
Port

enter the full DN used 
by your company 

directory. For 
example, DC=AnyCorp,

DC=biz If you enable 
SSL, prompted 
for certificate

If you define a 
group it will limit 

the users that are 
imported

Identify the 
search base 

(starting point) in 
the Directory to 
pull users from

33
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ATTRIBUTE MAPPING

Identify the 
attribute mapping

Map any custom 
attributes

Identify the 
synchronization

User object class?
SaMAccountName?

Some Common required 
attributes

Salesforce

SYNCHRONIZING ON PREMISE ACTIVE DIRECTORY 
USING A GATEWAY

35
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A gateway is an application you install within a Virtual Machine in your 
organization that can talk to your cloud IDaaS instance.

It provides a proxy between your organizational applications and the 
Identity as a Service authentication engine in the cloud.

Each Gateway can have multiple instances and to ensure high 
availability, it is recommended that you add at least two instances to 
your gateway.

WHAT IS A GATEWAY

In our use cases our internal Active Directory will use the Directory Synchronization 
element of the gateway to establish and synchronize users within their AD with 
IdaaS. 

This will be a synchronization based on a specific group in AD

These users will then login to IdaaS for the first time and activate any authenticators 
we have assigned them

They will be using their familiar AD password to access IdaaS

HOW WILL WE USE THE GATEWAY

37
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THE COMPONENTS OF A GATEWAY

Syncs Active 
Directory users and 
groups with Identity 

as a Service. Allows existing Entrust Identity Enterprise 
integrations and other clients to use Identity as 
a Service in place of Entrust Identity Enterprise

Performs Active Directory 
password authentication, 

password reset, and 
password change requests

Performs RADIUS authentication for services 
such as VPN. Supporting the following 

protocols PAP,CHAP, MSCHAPv1, 
MSCHAPv2 for OTP and Token 2FA

ESTABLISHING A GATEWAY

SETUP GATEWAY IN IDAAS

Define the Gateway as a resource 
in Identity as a Service

Its best to do 2 instances for 
redundancy

DOWNLOAD/ INSTALL GATEWAY  
IN YOUR ENVIRONMENT

Download  the Gateway VM and 
install in your environment

You will use the code generated in 
step 1 to connect IDaaS to Gateway

SETUP RESOURCES USING 
GATEWAY (DIRECTORY)

Now define the resource 
(Directory) and point it to the 

Gateway 

39
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DEFINING THE GATEWAY IN IDAAS

RESOURCES GATEWAYS

Define a Gateway in Resources 
Gateways.

ADD A NEW GATEWAY

Click the plus and add a Gateway

NAME THE GATEWAY

Provide a Meaningful name for the 
Gateway.

Consider that this is a Gateway 
under which you will want to have 

multiple instances

COPY THE GATEWAY CODE

This will be required when the 
Gateway is installed in your 
environment. As part of the 

Gateway setup, you will be asked 
for this code

41

YOUR GATEWAY IS READY TO BE ACTIVATED

42

41
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NEXT DOWNLOAD AND INSTALL THE GATEWAY

DOWNLOAD THE VM

Choose the environment you will 
be using and download the 

gateway

OPEN THE OVA WITH YOUR VM

Open

POWER ON THE VM

The Centos Linux will start 

44

NEXT DOWNLOAD AND INSTALL THE GATEWAY

LOGIN WILL APPEAR

You can login here .

YOU CAN NOW ALSO USE THE 
WEB INTERFACE

Browse to the address presented 
to use the web interface to install 

the Gateway

LOGIN TO THE GATEWAY

Login with entrust as both 
username and password, then 

change it 

45
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NEXT DOWNLOAD AND INSTALL THE GATEWAY

CHANGE THE PASSWORD

Must have special character, 
WRITE IT DOWN

GET STARTED AND SETUP THE 
GATEWAY

Click the Get started button and 
click Next through most of the 

screens

THE CONNECTION SHOULD BE 
OK

On the Configure Proxy screen 
you should not have to configure 

it as the Connection to the Internet 
should be connected.

46

Paste in the Registration Code and click 
Register

CONNECT GATEWAY TO IDAAS

47

This came from the 
Gateway setup you can 

generate the code 
again 

46
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RETURNING TO IDAAS WE CAN NOW VIEW THE GATEWAY

Add instance for 
HA

Gateway Status

DEFINING THE DIRECTORY TO SYNCHRONIZE 

49

First select the 
type of 

Directory to 
define

48

49



3/7/2025

25

DEFINING THE DIRECTORY

50

Username password 
of account to bind

SEARCHBASES AND GROUPS

51

Can 
synchronize 
with specific 
groups or SB

50
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ATTRIBUTE MAPPING IS PRE DEFINED

52

CHOOSE THE GATEWAY

53
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VIEWING DIRECTORY

54

USING AD CONNECTOR WITH A CLOUD DIRECTORY

55
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CONNECTOR SETUP

DEFINE THE AD CONNECTOR IN 
IDAAS

In Gateways, click the + then add a 
new AD Connector Group

ADD MEMBER

Once the group is created, add a 
member

COLLECT JSON FILE

The Json file will be available best 
to download it

DOWNLOAD CONNECTOR

Now download the Connector 
software and copy to the 

AWS/Cloud system

Defining the Connector and installing is similar to Gateway but using Json file instead of registration code

INSTALL CONNECTOR IN CLOUD

COPY THE SOFTWARE TO THE 
CLOUD SYSTEM

Copy both the json and the 
connector software

INSTALL BY RUNNING .EXE

The IDaaSAdConnector will have 
an executable to run to install 

WHEN ASKED PASTE OR UPLOAD 
THE JSON FILE 

The Json file information will 
complete the page

TEST THE CONNECTION

Click test connection and this 
should now verify your cloud 

connector can reach IDaaS

57
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Now define the directory and point to the new connector as the way to connect to 
the Directory

DEFINE THE DIRECTORY 

58

Choose the 
connecter group 
we just defined

DEFINE THE CONNECTION SETTINGS AND FILTERS

Directory 
authentication

Root DN of Dir 
and any group 

filters

58
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DEFINE ATTRIBUTE MAPPING AND SYNCHRONIZATION

Attributes are 
pre mapped 
but can add 
new or edit

Define 
synchronization 

settings

ENSURE ADDITIONAL ATTRIBUTES FOR APPLICATIONS ARE SET

In anticipation of 
Salesforce SSO

60
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Lab 4 – Setup for Adding users from On Prem Active Directory using Gateway

62

• Define and Download the 
Gateway

Define 
Gateway

• Install the Gateway in 
local environment

DEMO: 
Download and 
install Gateway

• Define the Directory in 
IDaaS for synchronization

DEMO: 
Synchronize

Lab 3 – Tasks towards Adding users from AD using AD connector

63

• Define the Application 
Integration for AD Connector

Define 
Application

• Download the AD connector
Download and 

install AD 
connector

• DEMO: Install AD connector 
in AWS instance using 
instructor system

DEMO:

Install AD 
connector in AWS 
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Please complete the poll on 
screen we will return in 20 
minutes

BREAK AND POLL

64

Using your lab, setup a  gateway. 
◦ Instructor will then demonstrate the connection to a VM 

Setting up a cloud data synchronization using connector
◦ Instructor will demonstrate and provide you with details to connect to cloud AD

LAB SETUP SYNCHRONIZATION

65
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IDENTIFYING AUTHENTICATORS

AUTHENTICATORS 

assigned

available

66

67



3/7/2025

34

Consider the following when assigning authenticators to users:

A user must have at least one authenticator assigned but may 
have more than one.

 A user can choose to receive their OTP by voice, email, or 
SMS if they have a phone number, email address, or mobile 
device registered to their account.

 Assigned tokens have a token state (either Active or Inactive). 
Only tokens in an Active state can be used for authentication.

The resource rules associated with an application determine 
which authenticators can be used to log in to an application.

Users created in Identity as a Service through Active Directory 
(AD) sync are automatically assigned an authenticator.

AUTHENTICATOR CONSIDERATIONS

Grid cards

Tokens

Password

OTP

Question and answer

Smart credentials 

AUTHENTICATORS WE WILL SETUP

68
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GRID CARDS

GRID CARD POLICY

70
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GENERATING GRID CARDS

From grid listing

ASSIGNING GRID CARDS

Via Bulk

72
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In the user account

ASSIGNING GRID CARDS

Users can be given the option to add a grid in their account

SELF SERVICE GRID CARDS

74
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In their profile they can assign (register) or create one

CREATE OR ASSIGN?

In their profile they can assign (register) or create one

CREATE OR ASSIGN?

76
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HARD AND SOFT 
TOKENS

TOKEN POLICY

79

78
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LICENSING TOKENS

Various apps available for synchronizing numbers for authentication

Licensed by users

SOFT TOKENS AUTHENTICATING WITH 
YOUR PHONE

80
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Typically, a small hardware element that has changing number patterns

Licensed by device

HARD TOKENS FOR AUTHENTICATION

Use your phone or laptop as a factor of authentication

MACHINE AUTHENTICATION AND  
FINGERPRINTING

82

83



3/7/2025

42

POLICIES FOR AUTHENTICATORS

AUTHENTICATOR POLICES

85
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GENERAL POLICY

86

REGISTRATION POLICY

87

86
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AUTHENTICATOR POLICY

88

USER NOTIFICATION

89

88
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GROUP POLICIES

90

Setup all the authenticators we require for our use cases

The license file will be made available through the instructor

LAB

91

90
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REGISTRATION OPTIONS 

REGISTRATION OPTIONS TO SIMPLIFY DEPLOYMENT

Policies Registration sets overall global 
registration options

These authenticators will be forced for 
activation during registration login

92
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USER PORTAL SETTINGS

94

Identify what authenticators 
will be available in their user 

profile page

GLOBAL REGISTRATION SETTINGS

95

Identify what authenticators to have 
available and if they are disabled, 

mandatory or optional

94
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AUTHENTICATOR LOCKOUT BEHAVIOR

Mode is whether we lock 
just the authenticator or 

the user

96


